PRIVACY POLICY
HOW WE USE YOUR INFORMATION
This privacy notice tells you what to expect when LMB Technology collects personal information. It
applies to information we collect about:





Visitors to our websites;
Complainants and other individuals in relation to a data protection or freedom of information
complaint or enquiry;
People who use our services, e.g. who subscribe to our newsletters or request downloads and
publications from us;
Job applicants and our current and former employees.

VISITORS TO OUR WEBSITES
When someone visits www.lmb.technology or any other alias to our website we use a third party service,
Google Analytics, to collect standard internet log information and details of visitor behaviour patterns.
We do this to find out things such as the number of visitors to the various parts of the site. This
information is then reviewed by a reverse IP lookup tool (Lead Forensics) which may allow us to see the
name of the organisation who visited our website but not the specific individual, this information is used
to proactively contact prospects to ensure they have been given all the information they need about our
services.

SOCIAL MEDIA FEATURES
When clicking on Social Media Features, such as the Facebook and Twitter links published on our sites,
will re-direct you to these services. The Social Media provider may collect your IP address, which page
you are visiting from on our site, and may set a cookie to enable their features to function properly.
Social Media Features and Widgets are hosted by a third party. This Privacy Policy does not apply to these
features. Your interactions with these features are governed by the privacy policy and other policies of
the companies providing them.

NEWSLETTERS
We use a third party provider (GoDaddy) to deliver our monthly newsletters. We gather statistics around
email opening and clicks using industry standard technologies including clear gifs to help us monitor and
improve our newsletter. For more information, please see HubSpot’s privacy notice, the link is further
below.

SECURITY AND PERFORMANCE
LMB Technology uses a third party service to help maintain the security and performance of the LMB
Technology website. To deliver this service it processes the IP addresses of visitors to the LMB
Technology website.
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LMB TECHNOLOGY BLOG
We use a third party service, GoDaddy, to publish our blog, which is hosted at GoDaddy.com, which is
hosted and run by GoDaddy. We use a standard GoDaddy service to collect information about users'
activity on the site, for example the number of users viewing pages on the site, to monitor and report on
the effectiveness of the site and help us improve it. Visitors can comment on our blogs by supplying their
full name, email address and job title, and visitors can subscribe to our monthly blog updates by entering
their email. This agreement will only subscribe them to relevant information regarding our blog and no
other services. To sign up for further information from us, a user would need to complete a relevant
more detailed form on our website.
For more information about how GoDaddy processes data, please see GoDaddy’s Privacy notice.

Privacy Policy - GoDaddy UK Respects Your Privacy

COMMUNICATION VIA SOCIAL MEDIA
All conversations conducted on any of our accounts/profiles on a public social media platform such as
Twitter, Instagram, Facebook, LinkedIn, Google+ or YouTube, will be housed within that platform. If
possible or applicable we will reply via that platform.
We do not save or utilise the contact details of social media interactions for any other purpose unless
indicated by the contact/message directly.
Within the GoDaddy platform, we can monitor interactions on the relevant social accounts connected to
the Social Media monitoring and publishing provision.
We also monitor pertinent content streams for relevant conversations, mentions and for content
curation.
https://twitter.com/en/privacy
https://newsroom.fb.com/news/2018/04/terms-and-datapolicy/ and https://www.facebook.com/about/privacy/update and https://www.facebook.com/legal/ter
ms/update
https://privacy.google.com/intl/en-GB/your-data.html
https://help.instagram.com/519522125107875

PEOPLE WHO CALL US
When you call LMB Technology we collect Calling Line Identification (CLI) information. We use this
information to help improve the efficiency and effectiveness of our services. We also may record all calls
made to and from our offices, this helps with training and development purposes for our team.
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PEOPLE WHO EMAIL US
We use Transport Layer Security (TLS) to encrypt and protect email traffic. If your email service does not
support TLS, you should be aware that any emails we send or receive may not be protected in transit.
We will also monitor any emails sent to us, including file attachments, for viruses or malicious software.

PEOPLE WHO MAKE A COMPLAINT TO US
When we receive a complaint from a person, we make up a file containing the details of the complaint.
This normally contains the identity of the complainant and any other individuals involved in the
complaint.
We will only use the personal information we collect to process the complaint and to check on the level
of service we provide. We do compile and publish statistics internally showing information like the
number of complaints we receive, but not in a form which identifies anyone.
We usually have to disclose the complainant’s identity to whoever the complaint is about. This is
inevitable where, for example, the accuracy of a person’s record is in dispute. If a complainant doesn’t
want information identifying him or her to be disclosed, we will try to respect that. However, it may not
be possible to handle a complaint on an anonymous basis.
We will keep personal information contained in complaint files in line with our retention policy. This
means that information relating to a complaint will be retained for two years from closure. It will be
retained in a secure environment and access to it will be restricted according to the ‘need to know’
principle.
Similarly, where enquiries are submitted to us we will only use the information supplied to us to deal with
the enquiry and any subsequent issues and to check on the level of service we provide.
When legal enforcement action is necessary, we may publish the identity of the defendant in our Annual
Report or elsewhere. As LMB TECHNOLOGY provide B2B services we will identify complainants by
Company name and Job Title, unless the details of the complaint have already been made public.

PEOPLE WHO USE LMB TECHNOLOGY SERVICES
LMB Technology offers various services to SMEs. We use a third party to deal with some publication
requests, but they are only allowed to use the information to send out the publications.
We have to hold the details of the people who have requested services in order to provide them.
However, we only use these details to provide the services they have requested and for other closely
related purposes. For example, we might use information about people who have requested a
publication to carry out a survey to find out if they are happy with the level of service they received.
When people do subscribe to our services, they can cancel their subscription at any time and are given an
easy way of doing this.
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PEOPLE WHO PROVIDE FEEDBACK VIA OUR
TICKET SYSTEM
LMB Technology allow customers to provide feedback when a ticket has been completed, the customer
can then add comments regarding the experience they have received which may include personal
information. Information is not routinely removed from Autotask PSA as it is used to measure the service
performed for LMB Technology customers. If you feel specific information should be removed this can be
completed by emailing GDPR@lmb.technology
Further information on Autotask’s GDPR compliance can be found here Privacy Policy (datto.com)

PEOPLE WHO REQUIRE THIRD PARTY SERVICES
Occasionally, we may need to use a third party to deliver part of a service, e.g. where an exceptional
hardware repair is required that is outside the capabilities of our own teams, or where a courier delivery
requires a specific individuals’ contact details . This may contain personal information, for example where
the business is a sole trader. LMB Technology cannot therefore give any guarantees as to how the
information will be used by those accessing it, but will vet all terms and conditions and apply all
contractual and legal protections to prevent the misuse of personal information when we engage with
third parties.
When businesses fill in their registration forms, they are asked to provide the contact details of a relevant
member of staff. LMB Technology will use this for its own purposes, for example where we have a query
about a service requirement, but will not put it on a publicly available register.
When we request information as part of the registration process, we make it clear where the provision of
information is required by law and where it is voluntary.

PEOPLE WHO ARE CAPTURED BY OUR
PERIMETER CCTV CAMERAS
We do not collect or process personal data captured by CCTV; LMB Technology are the operator of our
own CCTV system where the cameras are located on LMB Technology premises. LMB Technology retains
CCTV footage for a discretionary period and is required by law to make it available to authorities. As
access to CCTV footage is available to the authorities, LMB Technology cannot give any guarantees as to
how the information will be used by those accessing it, only that it may be used use as evidence to
support investigations into alleged criminal or civil offences.
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REPORTING A BREACH OF PERSONAL
INFORMATION
LMB Technology are required by law to report any security breaches involving personal data to the
Information Commissioner’s Office (ICO).
The ICO provide an online form for this purpose, which in the event of a breach of Personal Information
security will be completed by LMB Technology. The online form is hosted by Egress. The ICO use the data
collected by the form to record the breach, to make decisions about the action they may take, and as
relevant in order to carry out those actions. The ICO retain personal information only for as long as
necessary to carry out these functions, and in line with their own retention schedule. This means that
logs and breach reports will be retained for two years from receipt, and longer where this information
leads to regulatory action being taken. The ICO retain de-personalised information about organisations
for as long as is necessary to help inform future actions, but no individuals are identifiable from that data.
The ICO and Egress have measures in place to ensure the security of data collected and transferred to the
ICO via this form. Egress is a data processor for the ICO and only processes personal information in line
with the ICO’s instructions.

JOB APPLICANTS, CURRENT AND FORMER LMB
TECHNOLOGY EMPLOYEES
LMB Technology is the data controller for the information you provide during the process unless
otherwise stated. If you have any queries about the process or how we handle your information please
contact us at GDPR@lmb.technology

WHAT WILL WE DO WITH THE INFORMATION YOU PROVIDE TO US?
All of the information you provide during the process will only be used for the purpose of progressing
your application, or to fulfil legal or regulatory requirements if necessary.
We will not share any of the information you provide during the recruitment process with any third
parties for marketing purposes or store any of your information outside of the European Economic Area.
The information you provide will be held securely by us and/or our data processors whether the
information is in electronic or physical format.
We will use the contact details you provide to us to contact you to progress your application. We will use
the other information you provide to assess your suitability for the role you have applied for.

WHAT INFORMATION DO WE ASK FOR, AND WHY?
We do not collect more information than we need to fulfil our stated purposes and will not retain it for
longer than is necessary.
The information we ask for is used to assess your suitability for employment. You don’t have to provide
what we ask for but it might affect your application should you choose not to.
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APPLICATION STAGE
If you use our online application system, this will be collected by a data processor on our behalf (please
see below).
We ask you for your personal details including name and contact details. We will also ask you about your
previous experience, education, referees and for answers to questions relevant to the role you have
applied for. Our recruitment team will have access to all of this information.
You will also be asked to provide equal opportunities information. This is not mandatory information – if
you don’t provide it, it will not affect your application. This information will not be made available to any
staff outside of our recruitment team and hiring managers, in a way which can identify you. Any
information you do provide will be used only to produce and monitor equal opportunities statistics.

SHORTLISTING
Our hiring managers shortlist applications for interview. They will not be provided with your equal
opportunities information if you have provided it.

ASSESSMENTS
We might ask you to participate in assessment days; complete tests or occupational personality profile
questionnaires; and/or to attend interviews – or a combination of these. Information will be generated
by you and by us. For example, you might complete a written test or we might take interview notes. This
information is held by LMB Technology.
If you are unsuccessful following assessment for the position you have applied for, we may ask if you
would like your details to be retained in our talent pool for a period of twelve months. If you say yes, we
would proactively contact you should any further suitable vacancies arise.
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CONDITIONAL OFFER
If we make a conditional offer of employment we will ask you for information so that we can carry out
pre-employment checks. You must successfully complete pre-employment checks to progress to a final
offer. We are required to confirm the identity of our staff, their right to work in the United Kingdom and
seek assurance as to their trustworthiness, integrity and reliability.
You will therefore be required to provide:




Proof of your identity – you will be asked to attend our office with original documents, we will
take copies.
Proof of your qualifications – you will be asked to attend our office with original documents, we
will take copies.
You will be asked to complete a criminal records declaration to declare any unspent convictions.

We will provide your email address to the Government Recruitment Service who will contact you to
complete an application for a Basic Criminal Record check via the Disclosure and Barring Service, or
Access NI, which will verify your declaration of unspent convictions.
We will contact your referees, using the details you provide in your application, directly to obtain
references.
If we make a final offer, we will also ask you for the following:




Bank details – to process salary payments
Emergency contact details – so we know who to contact in case you have an emergency at work
Membership of a Pension scheme – so we can send you a questionnaire to determine whether
you are eligible to re-join your previous scheme.

USE OF DATA PROCESSORS
Data processors are third parties who provide elements of our recruitment service for us. We have
contracts in place with our data processors. This means that they cannot do anything with your personal
information unless we have instructed them to do it. They will not share your personal information with
any organisation apart from us. They will hold it securely and retain it for the period we instruct.

QUICKBOOKS
If you are employed by LMB Technology, relevant details about you will be stored in the Quickbooks
payroll system. This will include your name, bank details, address, date of birth, National Insurance
Number and salary.
Data may be visible during support calls with Quickbooks support logged onto the LMB Technology
network but a LMB Technology member of staff will always monitor the actions of the Quickbooks staff
during the support call.

Intuit®: Privacy | Privacy Statement
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PENSIONBEE
Likewise, your details will be provided to PensionBee who are the administrators of the Pension Scheme,
of which LMB Technology is a member organisation. You will be auto-enrolled into the pension scheme
and details provided to PensionBee will be your name, date of birth, National Insurance number and
salary. Your bank details will not be passed to PensionBee at this time.

HOW LONG IS THE INFORMATION RETAINED
FOR?
If you are successful, the information you provide during the application process will be retained by us as
part of your employee file for the duration of your employment plus 6 years following the end of your
employment. This includes your criminal records declaration, fitness to work, records of any security
checks and references.
If you are unsuccessful at any stage of the process, the information you have provided until that point will
be retained for 6 months from the closure of the campaign.
Information generated throughout the assessment process, for example interview notes, is retained by us
for 6 months following the closure of the campaign.
Equal opportunities information is retained for 6 months following the closure of the campaign whether
you are successful or not.

HOW WE MAKE DECISIONS ABOUT
RECRUITMENT?
Final recruitment decisions are made by hiring managers and members of our recruitment team. All of
the information gathered during the application process is taken into account.
You are able to ask about decisions made about your application by speaking to your contact within our
recruitment team or by emailing contact@lmb.technology

YOUR RIGHTS
Under the General Data Protection Regulation (GDPR) (EU) 2016/679, you have rights as an individual
which you can exercise in relation to the information we hold about you.
You can read more about these rights here.
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SUBSCRIPTIONS AND OPTING OUT
REVIEWING, CORRECTING AND REMOVING YOUR PERSONAL
INFORMATION
LMB Technology will always offer you the option to review, correct and remove your personal
information when sending you information about or products and services. Information and links to
achieve this will be contained within the material that you receive.
Also, upon request, LMB Technology will provide you with information about whether we hold any of
your Personal Information. If you provide us with your Personal Information, you have the following
rights with respect to that information:







To review the user information that you have supplied to us
To request that we correct any errors, outdated information, or omissions in user information
that you have supplied to us
To request that your user information not be used to contact you
To request that your user information be removed from any solicitation list that we use
To request that your user information be deleted from our records
To opt out of being solicited by LMB Technology or their third parties

To exercise any of these rights, please contact us at GDPR@lmb.technology or the postal address further
below. We will respond to your request to change, correct, or delete your information within a
reasonable timeframe and notify you of the actions we have taken.

COMPLAINTS OR QUERIES
LMB Technology tries to meet the highest standards when collecting and using personal information. For
this reason, we take any complaints we receive about this very seriously. We encourage people to bring it
to our attention if they think that our collection or use of information is unfair, misleading or
inappropriate. We would also welcome any suggestions for improving our procedures.
This privacy notice was drafted with brevity and clarity in mind. It does not provide exhaustive detail of all
aspects LMB Technology’s collection and use of personal information. However, we are happy to provide
any additional information or explanation needed. Any requests for this should be sent to the address
below.
If you want to make a complaint about the way we have processed your personal information, you can
contact us by email at GDPR@lmb.technology
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ACCESS TO PERSONAL INFORMATION
LMB Technology tries to be as open as it can be in terms of giving people access to their personal
information. Individuals can find out if we hold any personal information by making a ‘subject access
request’ under the General Data Protection Regulation (GDPR). If we do hold information about you we
will:





Give you a description of it;
Tell you why we are holding it;
Tell you who it could be disclosed to; and
Let you have a copy of the information in an intelligible form.

To make a request to the LMB Technology for any personal information we may hold you need to put the
request in writing to the address provided further below.
If you agree, we will try to deal with your request informally, for example by providing you with the
specific information you need over the telephone.
If we do hold information about you, you can ask us to correct any mistakes by either calling us, emailing
us or writing to us.

DISCLOSURE OF PERSONAL INFORMATION
In many circumstances we will not disclose personal data without consent. However when we investigate
a complaint, for example, we will need to share personal information with the organisation concerned
and with other relevant bodies. Further information is available in our Data Protection Policy about the
factors we shall consider when deciding whether information should be disclosed.
You can also get further information on:





Agreements we have with other organisations for sharing information;
Circumstances where we can pass on personal data without consent for example, to prevent and
detect crime and to produce anonymised statistics;
Our instructions to staff on how to collect, use and delete personal data; and
How we check that the information we hold is accurate and up to date.

LINKS TO OTHER WEBSITES
This privacy notice does not cover the links within this site linking to other websites. We encourage you
to read the privacy statements on the other websites you visit.

CHANGES TO THIS PRIVACY NOTICE
We keep our privacy notice under regular review. This privacy notice was last updated on January 30th
2021.
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HOW TO CONTACT US
If you want to request information about our privacy policy you can email or write to us:
Data Protection
LMB Technology LTD
82 Dulverton Drive
Furzton
Milton Keynes
Buckinghamshire
MK4 1JA
E: GDPR@lmb.technology
For general enquiries regarding privacy and data protection please call us:
T: 01908 038573
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